
PART DEUX

“Open sesame” – physical abuse

Task: Pick the cabin locks
Gain physical access to devices

Task: Gain Network Switch Console Access
Physically access the network switch via console port to configure settings.

Task: Configure MiTM Port on Network Switch
Set up a Man-in-the-Middle (MiTM) port to intercept network traffic.

Task: Successful Use of Tools of the Trade 
Flipper Zero usage: use FZ as a malicious USB device.

Task: Biometric Spoofing
Spoof biometric systems such as fingerprint or facial scanners.

Task: USB Device attack
Use malicious USB devices to compromise systems.

 Use malicious USB devices for successful callback to attacker station

“Cleaning House” – A vacuum in space

Task: Gain physical access to NextGen Robotics vacuum cleaner printboard(s)
Locate and successfully connect to USB port of robot.

Identify operating system of robot.
 Login to systemboard of robot.

Gain access sensors of robot.
 Manipulate sensors of robot.

Task: Intercept wireless traffic Nextgen Robotics vacuum cleaner
MiTM wireless traffic robot.

 Locate cloudmanagement portal Nextgen Robotics.
  Login cloudmanagement portal Nextgen Robotics.

“The Endless River” - Networking abuse

 Task: Configure MiTM Port on Network Switch
Set up a Man-in-the-Middle (MiTM) port to intercept network traffic.

 Task: MiTM Wired Network Traffic
Identify and abuse VLAN structure (vlan hopping)

  Intercept and analyze data transmitted over wired networks.
  Identify active devices and services within the network.
  Set up an SSL proxy and successfully intercept wired SSL traffic.
 Task: MiTM Wireless Network Traffic

Capture and analyze wireless network traffic.
  Identify active devices and services within the network.
  Create a fake Wi-Fi network that mimics a legitimate one to intercept network 

traffic.
  Set up an unauthorized access point to intercept and manipulate network traffic. 
  Set up an SSL proxy and successfully intercept wireless SSL traffic.
 Task: MiTM Bluetooth Network Traffic

Intercept and exploit Bluetooth communications.
 Task: Capture Plaintext Network Traffic

Identify and extract unencrypted information from network traffic.
 Task: Extract Sensitive Information

Retrieve confidential data such as passwords, emails, and personal information.
 Task: Abuse Bluetooth devices

RFID Bluetooth cloning.
Exploit vulnerabilities in Bluetooth devices to gain unauthorized access.

  Extract data from Bluetooth devices.

“Zappatite” - Endpoint abuse

Task: Scan and Find Vulnerabilities (Windows & Linux)
Use tools to (remotely) scan systems for known vulnerabilities.

 Task: Exploit Vulnerabilities (Windows & Linux)
Leverage discovered vulnerabilities to gain unauthorized access.

  Access and exploit secure shell (SSH) services on local systems. (Linux)
  Execute arbitrary code on local systems by exploiting vulnerabilities.
  Execute malicious code to gain control of a target system.
 Task: Enumerate services (Windows & Linux)

Enumerate available services on local devices to identify potential targets.
 Task: Enumerate Local Accounts (Windows & Linux)

Identify and list all local user accounts on a target system.
 Task: Gain Remote access (Windows)

Gain remote control of a Windows machine using RDP. 
  Use WMI to execute commands on remote Windows machines.
 Task: Gain Remote access (Linux)

Gain remote control of a Linux machine using SSH.
  Use RDP to control a Linux machine, typically through xrdp or similar tools.
 Task: Abusing Built-in Windows Features

Execute commands on remote systems using PowerShell.
  Create or modify scheduled tasks to execute malicious actions.
  Use WinRM for remote management and command execution.
 Task: Abusing Built-in Linux Features

Create or modify cron jobs to execute malicious actions.
  Exploit the SSH agent to use loaded keys without needing passwords.
  Exploit sudo privileges to execute commands as the superuser.
 Task: Credential harvesting (Linux)

Steal SSH keys to gain unauthorized access to remote systems.
  Extract password hashes or plaintext passwords from the system.
 Task: Credential harvesting (Windows)

Password Dumping: Extract password hashes or plaintext passwords from memory.
  Pass the Hash: Use captured password hashes to authenticate without knowing the actual 

password.
  Pass the Ticket: Use stolen Kerberos tickets to impersonate users.
 Task: Establish Successful Callback to Attacker Station

Set up a reverse connection from the target system to the attacker's control system.
  Establish persistence which survives reboots.
 Task: Gain Local Administrator/Root Rights

Elevate privileges to obtain administrative access to a local system.
 Task: Enumerate Domain Accounts

Identify and list domain user accounts on the local system.
 Task: Bypassing Security Systems

Avoid detection by digital systems.
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“Burning Down the House” - ZAP THE WEB

 Task: Scanning, enumeration
Scan and enumerate the environment while remaining undetected.

  Identify the technologies used by the application.
 Task: The ultimate Dorkmaster

Use Google Dorks to find indexed pages or files that shouldn't be public.
  Use AI to further deepen out your Dorks.
 Task: Find relative environments

Discover relative sub-domains.
  Discover hidden directory or files.
 Task: Find and exploit a misconfiguration
  Login the webform.
  Exploit PDF generation with malicious data.
  Exploit POST parameter pollution by injecting duplicate or unexpected parameters                               

causing the service to behave in an unintended way.

RING BONUS (2)

“No Surprises” - NEVER A DULL MOMENT

Task: Documenting Access Techniques
  Record detailed steps taken to bypass security measures.

Task: Creating Proof of Concept (PoC) for Attacks
   Develop PoC videos or presentations to demonstrate successful attacks.

Task: Reporting Vulnerabilities
  Compile and submit comprehensive reports on discovered vulnerabilities and
              their potential impact.

RING BONUS (1)Ring 2 – TINY GRASSHOPPER
“Remember the cant” - Lateral movement

Task: Scan and Map the Network
  Identify and document all devices and network topology.

Task: Enumerate (remote) services
  Enumerate available services on networked devices to identify potential targets.

Task: Remote code execution
  Execute arbitrary code on remote systems by exploiting vulnerabilities.

Task: Breakout from Local Endpoint
  Move from an initially compromised endpoint to other devices in the network.
  Route traffic through multiple intermediate systems to obfuscate
               the attack source.
  Use a compromised system as a VPN endpoint to access internal networks.

Task: Dynamic DNS
  Use Dynamic DNS services to maintain control over compromised systems with
              changing IP addresses.

Task: Bypassing Security Systems
  Avoid detection by digital systems while moving laterally

“Wakanda Forever!” - Identity provider abuse

Task: Enumerate Domain Users
  Use a tool like ldapsearch or net user to enumerate all users 

Task: Enumerate Domain Groups
  List all groups within the Active Directory domain.

Task: Enumerate Domain Admins
  Identify users with Domain Admin privileges.

Task: Extract Kerberos Tickets
  Use Mimikatz to extract Kerberos tickets from memory.

Task: Pass-the-Hash Attack
  Use captured NTLM hashes to authenticate without knowing the actual password.

Task: Dump Active Directory Database
  Dump the NTDS.dit file from the Domain Controller.

Task: Privilege Escalation via Service Misconfiguration
  Exploit a service running with SYSTEM privileges due to misconfiguration.

Task: Kerberoasting Attack
  Request service tickets for SPNs and crack the hashes offline.

Task: Abuse Unconstrained Delegation
  Exploit a system configured with unconstrained delegation to extract TGTs.

Task: DCShadow Attack
  Use DCShadow to inject malicious changes into Active Directory.

Ring 3 – COWABUNGA
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